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-­‐ CSP	
  (Communica@ng	
  Sequen@al	
  Processes):	
  
is	
  a	
  formal	
  language	
  for	
  describing	
  paIerns	
  of	
  interac?on	
  
in	
  concurrent	
  systems.	
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  (Failures	
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  Refinement)	
  :	
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Alice	
   Bob	
  

{Alice,NA,KAB}PKB	
  

{NA}KAB	
  
Hello	
  Alice!	
  

I	
  need	
  a	
  secure	
  
communica?on	
  

with	
  Bob	
  

This	
  is	
  Bob	
  for	
  
sure!

(authen?ca?on).	
  

KAB	
  is	
  secret	
  with	
  
Bob 

I	
  believe	
  	
  
KAB	
  is	
  secret	
  
with	
  Alice	
   

Hi	
  Bob	
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Modeling	
  in	
  CasperFDR	
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Intruder	
   Bob	
  

{Alice,Nm,KMB}PKB	
  

{Nm}KMB	
  

Alice	
  

Bob	
  agree	
  
KMB	
  is	
  secret	
  
with	
  Alice	
   

zzzz	
  

Alice	
  DOES	
  NOT	
  agree	
  
KMB	
  is	
  secret	
  with	
  Bob 
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M	
  =	
  {	
  ID(u),	
  V,	
  	
  C	
  }	
  

V	
  =	
  ID(u)	
  ⊕	
  h[ID(i)]	
  
C	
  =	
  h[	
  h[ID(i)]	
  ⊕	
  X	
  ⊕	
  Offer	
  ]	
  

h[ID(i)]	
  =	
  ID(u)	
  ⊕	
  V	
  

V’=	
  ID(intruder)	
  ⊕	
  h[ID(i)]	
  

M	
  =	
  {	
  ID(u),	
  V,	
  	
  C	
  }	
  

M’	
  =	
  {ID(	
  intruder)	
  ,	
  V’,	
  C}	
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Enhanced	
  Hash-­‐based	
  
M	
  =	
  {	
  ID(u),	
  V,	
  	
  C	
  }	
  

V	
  =	
  ID(u)	
  ⊕	
  h[ID(i)]	
  
C	
  =	
  h[	
  h[ID(i)]	
  ⊕	
  X	
  ⊕	
  Offer	
  ⊕	
  ID(u)	
  ]	
  

Hash-­‐based	
  
M	
  =	
  {	
  ID(u),	
  V,	
  	
  C	
  }	
  

V	
  =	
  ID(u)	
  ⊕	
  h[ID(i)]	
  
C	
  =	
  h[	
  h[ID(i)]	
  ⊕	
  X	
  ⊕	
  Offer	
  ]	
  



A	
  general	
  framework	
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Conclusion	
  

•  Hash-­‐based	
  M-­‐coupon	
  protocol.	
  
•  Deep	
  formal	
  analysis.	
  	
  

•  Other	
  solu?ons	
  suggested	
  (foogall,	
  premium)	
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Thank	
  you	
  

•  Ques?ons?	
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